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HanDreamnet | SG Security Switch
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HanDreamnet | SG Backbone Switch
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HanDreamnet | Visual Node Manager
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HanDreamnet | Visual IP Manager
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Visual IP Manager

----------

VIPM SfLf=H EICY,

VIPME B O] Probe L= Agent AlX| 8l0| HOIAQIX| HE0IO 2 H|ER T Devicedl| CHEE AA|ZE ZEAIA
STt 7hsoto] AEXF MO, HEYT | 2, ASXHEHE M & 882! UWEHT 2|7t
s gLt

VIPN\®

FRIls

Advance Management Deep Security Multi Player

o HOMARIXISO) e &MISh THE, o HIRIZEXI0ll CHEH UERT 2 X|0]  DHCP MH 7|5
Sg e EUPN il * Syslog MH 7S

o HH P £ 22 « PHMACH ot 80| E5F AIRXIQIE o NTP At 75

o Telnet ASZIEZS E6t Xx| HH] o 22| Q1 THRIO] Eh2| Xt Bt H|O] o Ef 28 OE Tl
Configuration 22 3 2! HHE * ol TZofl chet H#ATZH Vs (UTM, APTAIEHEZH, IPT 5)
(AFEXHH9) e Report 715

* Console A& 10| #2428 * SMS/E-mail $15 7Is

(auto—config 715)



HotALXIOH VIPMO] YIEST 74

VIPM2 HRIAL|X|Qt 37 LI HERT Hot2 S
BfEEﬂ o|/\+x-|o||_|q

[@ R = |

YIES= o] ot
TIAA B

HE71d VIPM Plus
o M=ol ({E2H0[AAZN

OI/\E MJH II-O<I %Jélg_

— 50,000 User CHS
—Raid 1 7|5 AIS (&)

— Dual power supply X2 (&

VIPM Lite
—SAHR
— 500 User tHE

il

d=AH =

NETWORK
SECURITY
MANAGEMENT

0} OjL2} Ot Pi2| TRMAS S5

-

2AB LS AB h

O SGEoAL|Z| / SGUHEAL|Z|

« SG2000 Series
« SG2100 Series
« SG2200 Series
» SG2300 Series

« SG8000 Series

/' APT 27

g xlaet

xof 72|
AZH S

-
w

1abeuelp dI lensIA



HanDreamnet | Visual IP Manager

14

VIPM %

0z
>
olr

sEtdEEcRBOED

-
-
-
b
P
b
-
-
-

D B HERD Sy

FLLLL]

jr uEnn

i Ot * 1% dage ] - &

f—
P—
© Bngiotin ks
e Aben MAC Adirea

—

=)
AHC-FC sagth WA 30Bvie
Thnsl]
[ansl
S aiiR.
EECE RIS

HE®
SEAE ST okl MEN R SRetol A28
WHE SO § ARk BELICH

UL T2ITHA £ T (PAaCTE
-1
LR.LE ]

AR A MBI

WSR3 ST Adnin

ey O g
I L R

BTN L e ]
it




NETWORK
SECURITY
MANAGEMENT

Visual IP Manager

e}

—

i =
<R
I~
|.A J—
)
__o|_ﬁ _n._o
@m B it
=

|_m._l —

o

g ;.  _F 3

o T M- a0
<k < = o K
Ol N o —
ol ﬂ/uvA ™ Elo w |_.._u_._
olo A K ~
M@ﬂ 3 ol oK ol
= il o_n N E._o
%) 10 Ho w7 & Mo ol
) g K R0 K Gl
4 ) hp  BH O LF
@L;l Ho o 2 I ~ Am._
0= K = X0

IS ol = 3 —
0 wd® sa gk
by K 3 Kl il
5 ® I o0 i <0 O
zul o= = B -
° g o o LR X
o<l . ol T x ol &
s [l —_ —_ —_— ;| (@)
2 o_._|u o] 0l = KM 2
o T 2y o IF 80 Ib o o
Sy & S G B
ol 0| <0
NS =0
RN ._.Auo
U i JJJ
A.__._._m__o M
mwdwo ol

J of0
o i
w_”_ 0% ok ._...Alh
b <+ -
[AI ¥
o) U 53 il
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SGHEUAAK| HIZ AFY

License

SG2000 Series

/‘

radf))

»

SEC % M SEC %
12 12

Model Layer2 Feature Layer3 Feature
S$G2000 Standard License
SG2100 Standard License
SG2200 Standard License
SG2300 Standard License
Non PoE A9|X| A
SG62024 S620246G 5620486 SG2024GF SG2008G
MAC Capacity (k) 8 32 32 32 16
sh=ot Power Supply 1 1+1 1+1 1+1 1
10/100 Base-TX 24 N/A N/A N/A N/A
oIEiH0lA 10/100/1000 Base-T 2 24 48 2 (Combo) 10
1000 Base-X 2 (Combo) 4 (Combo) 4 (Combo) 24 2 (Combo)
A 718 ZE 26 24 48 24 10
Y AD2F (W) 347 64.8 98.8 67.7 253
Width (mm) 440 440 440 440 265
XEXH Height (mm) 44 44 44 44 38
Depth (mm) 220 350 350 350 190
Weight (kg) (Single/Dual) 3.0 4.7 (5.2) 4.8 (5.5) 4.8 (5.4) 1.8
PoE AQ|X| Ak
SG2024P SG2024GPoE SG2048GPoE SG2008GPoE
MAC Capacity (k) 8 32 32 16
=l Power Supply 1+1 1+1 2 1
10/100 Base-TX 24 N/A N/A N/A
OIE{HOlA 10/100/1000 Base-T 2 24 48 10
1000 Base-X 2 (Combo) 4 (Combo) 4 (Combo) 2 (Combo)
A 72 ZE 26 24 48 10
- Max PoE power budget (W) 370 (740) 370 (740) 740 124
PoE/PoE+ PoE PoE PoE PoE
2 Agek (W) 65.2 74.7 143.1 36.0
Width (mm) 440 440 440 265
A Height (mm) 44 44 44 44
Depth (mm) 410 428 428 265
Weight (kg) (Single/Dual) 6.5(7.9) 6.8 (8.6) 9.2 2.8
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SG2100 Series  Non PoE A9x| Aft

SG2124 SG2148 | SG2124G | SG2124GX |SG2124GXF| SG2148GX
) MAC Capacity (k) 16 16 32 32 32 32
Sl Power Supply 1+1 1+1 1+1 1+1 1+1 1+1
10/100 Base-TX 24 48 N/A N/A N/A N/A
10/100/1000 Base-T 2 2 24 24 12 (Combo) 48
QIE{T|0|A | 1000 Base-X 2 2 4 (Combo) | 4 (Combo) 24 2 (Combo)
10G N/A N/A N/A 2 2 2
A 712 ZE 28 52 24 26 26 50
2 ApEE (W) 30.3 41.2 59.6 70.2 66.5 88.7
Width (mm) 440 440 440 440 440 440
X Height (mm) 44 44 44 a4 a4 a4
Depth (mm) 350 350 350 350 350 360
Weight (kg) (Single/Dual) 4.3(4.6) 4.4(4.7) 4.7 (5.2) 4.7 (5.3) 4.8 (5.4) 5.1 (5.6)
5621286 SG21526 SG2128GX | SG2128GXF | SG2152GX
) MAC Capacity (k) 32 32 32 32 32
Sl Power Supply 1 1 1+1 (Modular) | 1+1 (Modular) | 1+1 (Modular)
10/100/1000 Base-T 24 48 24 12 (Combo) 48
4 (Modular) 4 (Modular)
_ 1000 Base-X 4 4 24
QIE{m|0| A 4 (Combo) 4 (Combo)
10G N/A N/A 4 (Modular) | 4 (Modular) 4 (Modular)
A 712 ZE 28 52 28 28 52
a2l ADEE (W) 43 65 48 48 72
Width (mm) 440 440 440 440 440
XERH Height (mm) 44 44 44 44 44
Depth (mm) 320 320 420 420 420
Weight (kg) (Single/Dual) 3.6 43 5.8 (6.9) 6.0(7.1) 6.3(7.4)

PoE AQ|X| AR

SG2124PoE | SG2148PoE | SG2124GPoE | SG2124GXPoE | SG2148GXPoE
St=slof MAC Capacity (k) 16 16 32 32 32
Power Supply 1+1 2 1+1 1+1 2
10/100 Base-TX 24 48 N/A N/A N/A
10/100/1000 Base-T 2 2 24 24 48
QIE{H0|A | 1000 Base-X 2 2 4 (Combo) 4 (Combo) 2 (Combo)
10G N/A N/A N/A 2 2
Zf 7M1= 2E 28 52 24 26 50
SoE Max PoE power budget (W) 370 (740) 740 370 (740) 370 (740) 740
PoE/PoE+ PoE/PoE+ PoE/PoE+ PoE/PoE+ PoE/PoE+ PoE/PoE+
2 AR2F(W) 65.2 102.9 74.0 81.5 138.6
Width (mm) 440 440 440 440 440
ALl Height (mm) 44 44 44 44 44
Depth (mm) 428 428 438 438 438
Weight (kg) (Single/Dual) 6.8 (8.6) 8.8 7.1(8.9) 7.2 (8.9) 9.2
SG2128GPoE SG2152GPoE | SG2128GXPoE SG2152GXPoE
_ MAC Capacity (k) 32 32 32 32
SIEHIO power suppl 1 1 141 (Modula | 1+1 (Modular)
ower Supply + odular, + odula
10/100/1000 Base-T 24 48 24 48
1000 Base-X 4 2 4 (Modular) 4 (Modular)
QIE{To|A 4 (Combo) 4 (Combo)
10G N/A N/A 4 (Modular) 4 (Modular)
A 712 ZE 28 52 28 52
- Max PoE power budget (W) 370 740 740 740
PoE/PoE+ POE/POE+ POE/PoE+ POE/PoE+ POE/PoE+
2 A22F (W) 99 183 109 186
Width (mm) 440 440 440 440
A Height (mm) 44 44 44 44
Depth (mm) 320 380 420 420
Weight (kg) (Single/Dual) 4.4 6.1 6.2 (7.3 6.4 (7.7)

19
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S$G2200 Series

Non PoE AQ|X| AKX

562228 5622286 562226GX 5622126 5622206
st=slof MAC Capacity (k) 16 16 16 16 16
Power Supply 1+1 1+1 1+1 1 1
10/100 Base-TX 24 N/A N/A N/A N/A
10/100/1000 Base-T 2 24 24 10 18
QIE{m|0|A | 1000 Base-X 2 4 4 (Combo) 2 2
10G N/A N/A 2 N/A N/A
Zcf kg =E 28 28 26 12 20
o AmEk (W) 29.7 46.3 55.2 26.3 32.6
Width (mm) 440 440 440 250 250
A Height (mm) 44 44 44 44 44
Depth (mm) 215 215 215 200 200
Weight (kg) (Single/Dual) 2.7(2.9) 2.7(2.9) 2.7(2.9) 1.9 1.9
POE A9IX| AR
SG2228PoE | SG2228GPoE | SG2226GXPoE | SG2212GPoE | S62220GPoE
_ MAC Capacity (k) 16 16 16 16 16
=]
Power Supply 1+1 1+1 1+1 1 1
10/100 Base-TX 24 N/A N/A N/A N/A
10/100/1000 Base-T 2 24 24 10 18
QIE{TO|A | 1000 Base-X 2 4 4 (Combo) 2 2
10G N/A N/A 2 N/A N/A
A 712 ZE 28 28 26 12 20
- Max PoE power budget (W) | 370 (740) 370 (740) 370 (740) 240 240
PoE/PoE+ PoE/PoE+ PoE/PoE+ PoE/PoE+ PoOE/PoE+ PoE/PoE+
24 Ak (W) 58.5 735 83.7 35.1 413
Width (mm) 440 440 440 280 280
KERH Height (mm) 44 44 44 44 44
Depth (mm) 369 369 369 280 280
Weight (kg) (Single/Dual) 53(6.9) 53(6.9) 53 (6.9) 3.2 3.3
-
SG2300 Series  Non PoE Agix| At
SG2328GX SG2350GX S62352XQ
~ MAC Capacity (k) 32 32 288 (share)
St=20f
Power Supply 1+1 (Modular) 1+1 (Modular) 1+1 (Modular)
10/100/1000 Base-T 24 48 N/A
1000 Base-X 2 2 (Combo) 48 (Dual-mode)
QIE{mo|A | 10G 2 2 48
40G N/A N/A 4
) 718 ZE 28 50 52
Width (mm) 445 445 445
KEXH Height (mm) 44 44 44
Depth (mm) 323.5 342.5 402.5
POE ALIX| Ab¥
SG2328GXPoE SG2350GXPoE
St=glo] MAC Capacity (k) 32 32
Power Supply 1+1 (Modular) 1+1 (Modular)
10/100/1000 Base-T 24 48
1000 Base-X 2 2 (Combo)
QIE{m|o|A | 10G 2 2
40G N/A N/A
) 7te ZE 28 50
e Max PoE power budget (W) 370 (740) 370 (740)
PoE/PoE+ POE/POE+ PoE/POE+
Width (mm) 445 445
S Height (mm) 44 44
Depth (mm) 448.5 467.5
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SGHUAHKX| MR 715
e — T o
Features Description Features Description
* AK VLAN ID * |Pv4 Static Routing
* 802.1Q Port based VLAN * RIPv1/v2, OSPF, BGP
* Protocol/IP Subnet/MAC based VLAN * ECMP
VLAN * Shared VLAN * VRRP
* Hybrid VLAN L3 Feature . pjy—spm/ssm
¢ Voice VLAN ¢ |IPv6 Static Routing
* 802.1ad VLAN stacking (QinQ) * RIPng, OSPFv3, BGP4+
» STP/RSTP/MSTP  |Pv4/IPv6 Dual Stack
¢ PVSTP * 6 to 4 Tunneling and ISATAP
* ERP (Ethernet Ring Protection) o HOF M St=9|0]
Resiliency | « gelf Loop Protection « DHCP Snooping
* SPR (Smart Port Redundancy) « Port Security
e SSR (Smart Switch Redundancy) « |P Source Guard
* UDLD  |Pv4/IPv6 ACL
)  |[EEE 802.3ad — L2/L3/L4 ACL
Eggregation o Trunk groups (12, 24) — Time Base ACL
« Memebers per group — 8 ports — VLAN ACL
« Port Mirroring / Remote Mirroring — Ingress/Egress ACL
Monitoring | « 1:1, N:1, 1:N, N:N — CPU-ACL
TFM (Traffic Flow Monitoring) * IPv4/IPv6 DHCP/NetBIOS Filtering
) « IPv4 IGMP Snooping (v1/v2/v3) ¢ Storm Control
L2 Multicast ) =
e |Pv6 MLD Snooping (v1/v2) * Embedded RADIUS 7|5
« 8 queue per port « IP, MAC, IP+MAC 7|&t 21=
« Rate Limit (Ingress/Egress) « AAA QIS
« Diffserv — Local, RADIUS, TACACS+ 215
QoS « Auto QoS Security o Multi 915
* SP, WRR, DRR ¢ 802.1x
e |IPv6 QoS — Multiuser, MAC Bypass, Web—Auth,
* Smart QoS: IP¥ In/Out IHEZ X0 7|s Guest—VLAN
e LLDP, LLDP-MED o IPv4/IPv6 SSHENT MEX Xt
* RMON (Group 1,2,3,9) — Attack Xbch:
* Local/Remote Syslog DoS/DDoS Attack, DHCP Attack,
* USB QIE{HO|A X|H ICMP Attack, ARP Attack
« Auto Config 7|5 XI& — Flooding Xt&t:
e Multi OS TCP Syn Flooding, UDP Flooding,
o S8 22| AZEQ0(VNM) MB MAC Flooding
e |Pv4/IPv6 Telnet / SSH — Spoofing AHzt:
e I[P SLA ARP Spoofing, IP Spoofing
Management | ¢ Software Download: — Scanning Xtct
FTP, SFTP, TFTP, USB Host Scanning, Port Scanning
« DHCP Server/Relay — IPv6 DAD Attack Xzt
o IPv4/IPv6 SNMPv1/v2/v3 o XIS B X|/XHt/QoS/Rate Limit & SHX|
o IPv4/IPv6 sFlow * ROl ET LHAl ALSA L TS
o IPv4/IPv6 NTP/SNTP * CC2UB
« SIM(Single IP Management): o HOMXIEHY
Z|cH 8Ci AYXIE 174 IPE 22| « Max 740W PoE Power Budget
« Power Saving PoE « 802.3af / 802.3at
« 802.3az EEE « ZEY PoE MY AT 7|5

ZHlolME 7Is Heto] AUS & UASUICH
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HanDreamnet Product Specification
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1 e —

SGHEALK MIZ A

SG8000 Series

Power (Input \Voltage)

SG8700 SG8800
Switching Capacity 1Tbps 2Tbps
g4 5 Throughput 523Mpps 1,047Mpps
T Slot 4= 8 12
2| 2& Slot 2 2
Fabric 2& Slot 2 2
SH=4II0d QIEm|0|A ZE Slot 4 8
DRAM 1G 2G
Power Supply 4 4
10/100/1000 Base—T 192 384
SIE{EO|A 10/100/1000 Base—T PoE 192 384
1000 Base—X 192 384
10G 128 256
xt i Unit Size 11U 16U
Dimension (WxHxD) 444X498,5X465(mm) A444X711X465(mm)
Operating Temperature 0~45C
3 = Operating Humidity 0~85% (Non—condensing)
100—240V, 50—60Hz




NETWORK
SECURITY

SGHEALAKI MR 715

Feature

Description

MANAGEMENT

VLAN

* 802.1Q Port based VLAN

* Protocol based VLAN

¢ |P based VLAN

¢ MAC based VLAN

« Voice VLAN

¢ Private VLAN

« 802.1ad VLAN stacking (QinQ)
o Active VLAN 4k

* GVRP

Feature

Description

MPLS

e Multi-VRF

* MPLS L3 VPN
e MPLS L2 VPN
* MPLS TE

* VPLS

e H-VPLS

Resiliency

¢ 802.1d STP

* 802.1w RSTP

* 802.1s MSTP

e PVSTP

* Ring Protocol

« UDLD

« Virtual Stacking
« [IEEE 802.3ad

o Loop Detect

QoS

» 8 Queue per Port

e Diffserv

* SP, WRR, SP+WRR Queue Scheduling
» 802.1P/DSCP/TOS

» Marking/Remarking

o Traffic Shaping

* Rate Limiting

* ACL

Hot Swap

e Interface Module
 Fabric Module

¢ Management Module
* Power Supply

* FAN

L3 Features

¢ |Pv4 Static Routing

« RIP vi/v2, OSPF, ISIS, BGP
« VRRP

« ECMP

« BFD

¢ Policy Routing

* Hardware base IPv6 Support
« IPv6 Static Routing

* RIPng, OSPFv3, ISISv6, BGP4+
* 6 to 4 Tunneling and ISATAP
¢ |Pv4 & IPv6 Dual Stack

« MBGP

Security

o CPU Rate Limiting

* DDoS Protection

» Reverse Path Forwarding

 Port Security

e DHCP Snooping

¢ Dynamic ARP Inspection

e |P Source Guard

* GRE tunnel

e Storm Control

* 802.1x Port Authentication

» 802.1x MAC Authentication bypass
e 802.1x Multi User Authentication
* 802.1x Guest VLAN

Multicast

o IGMP v1/v2/v3

¢ IGMP v1/v2/v3 Snooping
e MLD Snooping v1/v2

e PIM—DM/SM/SSM

* DVMRP

« MSDP

Management

e LLDP, LLDP-MED

¢ Port Mirroring

¢ Remote Port Mirroring

» Configuration Rollback

» TDR

e Multi OS

» VNM(Visual Node Manager)
* SSH/SNMPv3

o |PFIX

» RADIUS/TACACS + Support
e NTP

* ICMP/Traceroute/L2 Traceroute

23



The World 18t, The World Best, The World Next

ARty
o o

www.handreamnet.com

B NN

HanbreamneT

MEA| 27 CIXEZ226Z 61, H|0|ASIO|HEEIY2Xt 12022
CHEEHS : 1661-6650 / THA : 070-4015—4111

E—mail : sales@handreamnet.com



