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Device Platform Intelligence / All Platforms / AXIS P3214-V Network Camera . |:‘|_|'DEF X'”_75_*", Ol%, EI%_IHJ§
. gk A|-X|
E_|-E||- Al = L
AXIS P3214-V Network Camera o2 M2 SR St bl
. EQ O H
Platform Information  https://www.axis.com/gh/en/products/axis-p3214-v (Device |dent|ty) L-”—T-Ii |_:‘ = o= (erEd/er8|ESS)
Search Engine Search on Google . |:|_|.|:|E|— Aol.)\_” %IE URI_
“sixy Type Security Appliance
End of Sales Yes mare info
End of Life Yes (2021-10-31) more nfo . xﬂ}_“- Eg)él
Wired Connection Yes .
o x =)
Wireless Connection X-H_I_AI- E'I[1|O|x| URL
Fingerprinting Source (73 [T () Car sixt X - BALS| X2t AN At Tl o
Added at Dec 28, 2016 == % (@) oE
. - M|Z o ZZ(End of Sales) 6%
Manufacturer Name Axis Communications AB (DeVICe Context)
(o]
Homepage https://www.axis.com : X-HE I| |_'I o (End Of SUpport) O:I_I?l_
Headquarters Sweden ) éAﬂH%E ?_1724 URI_
Buslness Status Ongoing
Suggest Update
. ok oF
Manufacturer’s Common Vulnerabllities and Exposures (CVE) I_I- = O‘” = E‘:I Ix_I CVE xO-l E
CVE-ID Severity v3.0 Severity v2.0  Description : . H —
CiOt Of&d (CVE No. / Severity / Description §)
CVE-2018-10664 An issue was discovered in the httpd process in multiple models of Axis IP Cameras. There is Memory I_I- = Tl ?:I xC-)I E y p
06/26/2018 Corruption.
. . - M| ERAH| &24XI CVE HE
CVE-2018-10663 An issue was discovered in multiple models of Axis IP Cameras. There is an Incorrect Size Calculation. (DeVICe RISk) -”_I_ I-O.” = :| = ©
06/26/2018 . . .
_ _ _ (CVE No. / Severity / Description §)
CVE-2018-10662 m An issue was discovered in multiple models of Axis IP Cameras. There is an Exposed Insecure Interface
06/26/2018
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NC250

Platform’s Common Vulnerabilities and Exposures (CVE)

CVE-ID Severity v3.0  Severity v2.0 Description

2017-10796 On TP-Link NC250 devices with firmware through 1.2.1 build 170513 anyone can view video and audio without

07/022017 authentication via an rtsp://admin@yourijgs
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HNatebook SAMSUNG ELECTRONICS CO., LTD Intel(R) Core(TH) i5-8250U CPU @ 1.60GHz Intel Corporation 525055 Exg [ B
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M 22] FHH A % AE

568 508 ]
X HE

HEE 2 HHBZEE AgHs £EID LpEA A = 2% A2E 2T % A

c: AFEGE [ SAMSUNG MZVLW256HEHP-000 3335_5A30_4B14_7749_0025_3858 0000_0001. ECDE-TA4E NTFS 223 GB 139 GB
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Bluetooth HIEX3 HZ EBluetooth AD:.C5.89.AA:38:99 Bluefooth Device (Personal Area Metwork) DOWN
SSTAP 1 24 00:FF:FD:FA:40:DE TAP-Windows Adapter V9 #2 DOWN
Wi-Fi =4 AD:C5:89-AA38:95 InteliR) Dual Band Wireless-AG 3265 DOWN
2H g% HEeq =4 AD:C589:A0:38:96 Microsoft Wi-Fi Direct Virtual Adapter DOWN
EE g @Eeg 24 AZ:C589.AA:38:95 Microsoft Wi-Fi Direct Virtual Adapter £2 DOWN
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Phase: 7|A|Ad =t

nzzﬂw%% AlofEE 3= =2
T A HE aNgx SEENT
o 3D Builder 18.0.1931.0 C-\Program Files\WindowsApps\Microsoft 3DBuilder_18.0.1931.0_x64__ 8wekyb3dBbbwe 2022-05-12 141
o 3D RN 7.2107.7012.0 C:\Program Files\WindowsAppsWMicrosoft Microsoft3DViewer_7.2107.7012.0_x64__8wekyb3d8bbwe 2022-05-1214:11
o Adobe Acrobat Reader DC - Korean 22.001.2017 C:\Program Files (x86)\Adobe\Acrobat Reader DC\ 2022-04-15 2022-05-12 14:11
o AhnLab Safe Transaction 15.1.1581 C\Program Files\AhnLab'\Safe Transaction 2020-08-05 2022-05-12 141
o Amazon 2018519.2815.0 C-\Program Files'\WindowsApps\Amazon com Amazon_2018.519.2815.0_x84_ 343d40qqvij1t 2022-05-12 141
° AnySign4PC 1.1.3.3 1133 2022-05-12 14:11
o Apple 25 64 C:\Program Files (x88)\Common Files\Apple\Apple Applicafion Supporft 2018-05-09 2022-05-12 141
o Apple 2 Z22 X 2(64H| E) 64 C:\Program Files\Common Files\Apple\Apple Applicatien Support! 2018-05-09 2022-05-12 141
] AsyncTextService 10.0.19041.1023 C:\Windows\SystemApps\Microsoft AsyncTextService_8wekyb3dSbbwe 2022-05-12 14:11
] Autodesk SketchBook 5100 C:\Program Fil i pp: E. _5.1.0.0_x64__tf1gferkr813w 2022-05-12 14:11
° Beauty Camera 20 2018-10-16 2022-05-12 1411
] Bonjour 3101 C:\Program Files (x86)\Bonjourt. 2018-05-09 2022-05-1214:11
] BrainPOP ESL 1390 C:\Program Files\WindowsApps\BrainPOPLLC. BrainPOPESL_1.3.9.0_x64__w5m80jg9ta06m 2022-05-12 14:11
o Canon Office Priner Utility 127.00 C:\Program Files'\WindowsApps!34791E63 CanonOfficePrinterUtility_12.7.0.0_x84__Be5ti8cgb93ep 2022-05-12 141
o CapturePicker 10.0.19041.1023 CWindows\SystemApps'Microsoft Windows.CapturePicker_cw3n1h2tyewy 2022-05-12 141
] Chrome 101.0.4951.64 C:\Program Files (x86)\Google\Chrome\Application 2022-05-12 2022-05-1214:11
° ColorEngine 44 2018-10-16 2022-05-12 1411
o Consulting Mode Touchpad Driver 200024 2022-05-12 141
] CoreAAC Audio Decoder (remove only) 2022-05-12 14:11
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